. NAT
. NAT
* NAT
. NAT
4.1
NAT
AppleTalk [PX
IP
NAT NAT
NAT
4.2

Firewall ToolKit(FWTK)

Web
Web
www.playboy.com
50 WWW.Syngress.com

Web

cma-m@

NAT
TCP/IP
TCP UDP
NAT
NAT
NAT
Web

Web

Web

NAT

URL

NAT
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Internet Web

Internet Web
I nternet Web
Internet
Internet

wes

Tequest: www.syngress.com

Web Web

reply: www.syngress.com

==
==

4-1 Web
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. Web
Internet Internet
Internet
Internet IP IP
3 1P IP
RFC 1918
http://www.cis.ohio-state.edu/htbin/rfc/rfc1918.html
RFC RFC1627 1597 RFC 1918
RFC 1627 IP RFC1627
RFC URL Web
RFC1918
“ Internet
Internet Internet
IP ”
RFC
RFC Internet ISP
ISP
Internet ISP
ISP
ISP

ISP 6
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4
ISP
RFC1918
Internet
Internet Internet
NAT
— NAT NAT
NAT
NAT
Internet
Internet ISP Internet
RFC1918 NAT
RFC1918
NAT
NAT NAT

4.3 NAT

NAT

NAT
NAT
NAT 2
NAT

NAT IP NAT IP

4.3.1

NAT
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4.3.2

NAT

, cma-m%

NAT

P
4-2 4-2
S D
Web SYN - ,
10.0.0.2 207.244.115.178 |
NAT L =1
Web
NAT
- 1;21@927 o 7207’.2744.115.178‘
-— I:]
o NAT
Web
SYN-ACK
V 207.244.115.178 192.138.149.2:
NAT =
Web
NAT
207.244.115.178 10.0.0.2 :
. — =
NAT
Web
4-2 TCP NAT
NAT

NAT

ton “ fromu
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4
TTL
NAT
NAT
NAT

IP IP

IP IP
IP
1P Internet
IP DNS
4-2
DNS IP DNS
DNS NAT
DNS DNS NAT
4.3.3 NAT
NAT “ NAT”
NAT NAT
NAT
DNS
IP
NAT
192.168.1
INAT
NAT
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192.1681.2 A A 192.168.1.2

4-3 RFC1918

P
P
IP 192.168.2.2 192.168.3.2
NAT IP
NAT
4-4
P 192.168.2.12
A
192.1.68.1 4-5
\ 519216812 D:192.168.2.2 ]
4-4 192.168.1.2 192.168.2.2
$:192.168.3.2 D:192.168.2.2 ‘
P N
68.1.2 A B 192.168.1.2
4-5 192.168.1.2 192.168.2.2
192.168.2.2 A
192.168.2 B B

192.168.2.2 192.168.1.2 4-6
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4
192.168.3.2 192.168.1.2 I
B e ey My 55 - E“
B 192.168.1.2

192.168.3.2 192.168.1.2
192.168.3.2
DNS DNS

192.168.3

IP

File Transfer Protocol FTP

IP ASCII
IP

1P FTP

I P Version=4, header |ength=20bytes

IP Type of service=00

del ay
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IP

1P 0... =normal throughput
I P . .0.. =normal reliability
IP Total length =66 bytes
IP ldentification =3437
| P Flags=4x
I P .1.. .... =dont fragment
I P .0. .... =last fragnment
IP Fragment offset=0 bytes
IP Tinme to live =128 seconds/ hops
| P Protocol =6(TCP)
I P Header checksunm=410F(correct)
| P Source address =[208. 25.87. 11]
I P Destination address=[130.212.2.65]
IP No options
1P

TCP - -------- TCP header -----------
TCP
TCP Source port=4585
TCP Destination port =21(FTP)
TCP Sequence nunber =353975087
TCP Next expected Seq nunmber =353975113
TCP Acknow edgment nunber =1947234980
TCP Data offset =20 bytes
TCP Fl ags=18
TCP .00 =(No urgent pointer)
TCP 1. =Acknow edgment
TCP 1... =Push
TCP .0.. =(No reset)
TCP . 0. =(No SYN)
TCP .0 =(No FIN)
TCP W ndow=8030
TCP Checksum=1377(correct)
TCP No TCP options
TCP [26 Bytes of datal]
TCP

FTP --------- File Transfer Data Protocol -----------
FTP
FTP Line 1 PORT 208, 25,87,11,17, 234
FTP

4-7 FTP PORT
4-7 FTP

208.25.87.11.17.234

welcome

FTP
PORT
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4
PORT
4 208,25,87,11 IP - source address
208.25.87.11

4584 Windows 98

Windows 17 234
256 17x 256+234=4586
208.25.87.11, 4586
FTP
NAT PORT IP
NAT
NAT PORT
FTP NAT
NAT NAT
IP
NAT P
| PSec Authenticate Header:AH I PSec
IP P IP IPSec AH
IPSec AH NAT

ISP NAT Virtual Private Network:VPN

I PSec NAT ISP

4.3.5

Cisco 10S Windows NT 2000 Linux
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Cisco 10S 11.3

Cisco
NT
Masquerade

URL
Linux

77x ISDN

Windows NT 2000 NAT

NT 2000

Linux

URL NAT

IP Masquerade

1. Windows NT 2000

Windows NT 2000
Sharing:ICS (Windows 98 ICS)

Cable

DNS

4-8

NT 2000

|| o Edt vew Favorkes Lodk Advenced Heb

Internet

DSL
LAN

NT 2000 LAN

LAN Internet

£ Network and Dial-up Connections

Chi‘na-wbﬂ

Red Hat Linux 6.0
NAT
Windows
Beta
Linux IP
NAT Cisco 10S
URL

Internet Internet Connection
ICS LAN

Internet LAN
ICS LAN
192.168.0.1
LAN

DHCP

Internet
4-8

Internet

I . e

S EE XA

| address [ network and Dial-up Connections

| up Connections

This Folder cantains network
connections for this computer, and
& wizard to help you create a new
ection

new connection, click
Connection.

To open a connection, click its icon.

To access settings and components
of a cannection, right-click its icon
and then clck Properties.

To identify your computer on the
network, click Network
Identification.

To add additional netwarking
companents, click Add Netwark
Components.

Select an item to view its
description.

§ Y o, EeN
o =) L ; % 4 Y
£ Make New Local Area Internet
Network and D|a|_ Connection Connection Dial-up

[3 object(s)

4-8 Windows 2000
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ICS Internet Properties
Internet Internet Connection Sharing 4-9
“ Internet " Enable Internet Connection Sharing ICS
Internet NT 2000
Internet DHCP
DHCP
Internet
NAT ICS ICS
NAT
“ " Settings “ " Services
4-10 “  telnet”
“ Edit ” 4-11
23 Telnet TCP
Portabeast
Internet Dial-up Properties xi| Iritearued | emanes L Slaring SCEERgS i 11 x|

Chick: tha chack, boves of the sz o be pesded fo the mncle
ey

£l

network attempts to access external resources, this connection |
will be disled automaticaliy. . -

™ Enable on-demand diding

o |_owea |

4-9 ICS 4-10 ICS Services Telnet
ICS NAT
Telnet portabeast ICS

FTP
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Shared Access Service
Name of service:
I?:’r#r et

Service port number:
23

& ICP " UpP
Mame or address of server computer an private network:

]Enatn:-a:'

4-11 Telnet

2.Cisco 10S

Cisco 10S NAT
NAT 2621

Usi ng 827 out of 29688 bytes

!

version 12.0

service timestanps debug uptime
service timestamps | og uptinme
service password-encryption

!

host name NAT

!

enabl e secret 5 XXXXXXXXXXXX
enabl e password 7 XXXXXXXXXXXX
!

ip subnet-zero

1

|

interface FastEthernet0/0

ip adderss 192.168.0.1 255.255.255.0
no ip directed-broadcast

!

interface Serial0/0

no i p address

no ip directed-broadcast

!

interface FastEthernet0/1

i p address 130.214.99.254 255.255.255.0

no ip directed-broadcast
!
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4
ip classless
ip route 0.0.0.0 0.0.0.0 130.214.99.1
no ip http server
!
!
line con O
transport input none
line aux 0O
line vty 0 4
password 7 XXXXXXXXXXXX
I ogin
!
no schedul er allocate
end
Interface FastEthernet 0/0 192.168.0 130.214.99
Internet
192.168.0.2

NAT(config) #interface fastethernet 0/0

NAT(config-if) #ip nat inside

NAT(config-if) #int fastetherent 0/1

NAT(config-if) #ip nat outside

NAT(config-if) #exit

NAT(config) #ip nat inside source static 192 . 168 . 0 . 2 130 . 214 . 99 . 250

ip nat inside ip nat outside

IP
ip nat 10S
192.168.0.2 130.214.99.250
130.214.99.250
10S
NAT
3. Linux IP Masquerade
Linux Red Hat 6.0 LAN IP Masquerade Red Hat 6.0
Linux
“ " LAN
ifconfig
et hO Li nk encap: Et hernet Hwaddr 00: 80: C8: 68: C8: 44

i net addr:130.214.99.253 Bcast:130.214.99.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 547 errors: 0 dropped: 0 overruns: 0 frame: 0
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TX packets: 10 errors: 0 dropped: 0 overruns:0 carrier:0
collisions:0 txqueuel en: 100
interrupt: 11 Base address: Oxfc00

ethl Li nk encap: Et hernet Hwaddr 00:60:97: 8A: 9D: 30

i net addr:192.168.0.1 Bcast:192.168.0.255 Mask: 255.255.255.0

UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 35 errors:0 dropped: 0 overruns:0 frame: 0
TX packets:3 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions:0 txqueuel en: 100
interrupt: 3 Base address: 0x300

lo Li nk encap: Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNI NG MTU: 3924 Metric:1
RX packets: 48 errors:0 dropped: 0 overruns:0 frame:0
TX packets:48 errors:0 dropped: 0 overruns: 0 carrier:0
collisions:0 txqueuel en: 0

ethl
192.168.0 ethO IP Masquerade
IP
netstat -rn
Kernel | P routing table
Desti nation Gat eway Genmask Flag MSS Wndow irtt |face
130. 214.99. 253 0.0.0.0 255.255.255.255 UH O 0 O etho
192.168.0.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
130.214.99.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo
0.0.0.0 130.214.99.1 0.0.0.0 uc o0 0 0 ethO
0.0.0.0 130.214.99.1 ethO
192.168.0 eth0 1P
130.214.99.253
IP Masquerade oS
echo "1" > /proc/sys/net/ipv4l/ip_forward
Red Hat /etc/sysconfig/network
FORWARD_IPV4=false FORWARD_IPV4=true

Masquerade FTP FTP
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4

/ sbi n/ modprobe i p_masq_ftp

FTP IP Masquerade
/sbin/ipchains - M - S 3600 60 180
3600 TCP 1
60 FIN 180
UDP
IP Masquerade
/'sbin/ipchains -P forward deny
/sbin/ipchains -A forward -s 192.168.0.2/32 -j MASQ
192.168.0.2
Internet
/etc/rc.d shell
4.3.6
NAT NAT NAT NAT NAT
NAT NAT
NAT
NAT NAT IP
NAT NAT IP IP
IP NAT
P
PAT
10.0.0.X 50
Internet ISP 16 192.138.149.0
192.138.149.15 0 15 ISP 1
2 3 14 12
Internet Internet
4-12 IP

NAT



P

NAT

NAT

4.3.7

NAT

NAT

Internet
NAT

NAT

Internet

pool

mail

NAT

192.138.149.0/28

192.138.149.1

192.138.149.3

ISP
4-12 ISP 16
IP
NAT IP
NAT
NAT
NAT
IP
Internet
IP

Internet

cma-»m

192.138.149.2

e e R (]

Internet

192.138.149.14

10.0.0.X
IP NAT
NAT
NAT
NAT
Internet
NAT NAT
IP
IP



3/

4.3.8 NAT

Web

NAT

HTTP 1.0
Web 10

TCP

ww%mm )

PAT
Internet
NAT
Internet
50 14
IP
ISP
Internet 50
Internet
Internet
Web
11 —1 HTML

FTP
TCP

50

Web

10
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UDP ICMP
NAT
14 Internet
NAT PAT
4.3.9
NAT
Cisco 10S NAT
10S
NAT

NAT(config) # interface fastethernet 0/0

NAT(config-if)# ip nat

inside

NAT(config-if)# int fastethernet 0/1

NAT(config-if)# ip nat

out si de

NAT(config-if)# exit

NAT(confi gi)pfnat pool dynpooll30.214.99

255.255.255.0

NAT(confi g) #i p nat
NAT(confi g) #access-1i st

130.214.99.200
255.255.255.0

NAT

PAT

4.3.10

inside source Iist
1 permt

130.214.99.250

1 pool
192.168.0.0 0.0.0. 255

ip nat inside source

NAT
PAT

PAT NAT

dynpool

.200

dynpool

Internet
I nternet
2@80.214.99. aBOmask
overl oad
dynpool
overload
1
IP
NAT PAT
PAT NAT

Checkpoint
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Firewall-1 PAT “ NAT”
IP
NAT
PAT NAT
PAT
NAT
IP
IP
Internet
IP
NAT
NAT
IP
ISP DNS DNS ISP
Internet NAT
Internet IP
IP
TCP UDP
DNS
DNS UDP 53
“ ” UDP
Internet IP
IP
IP
IP
1025

NAT

Internet IP
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4311 PAT

NAT IP

Internet

PAT

PAT

PAT

P
IP
NAT PAT
PAT
ICMP
IP
UDP
2 2
65 536
IP
1 IP
Internet
NAT
IP
NAT PAT
IP NAT
IP

cma-m%

PAT

NAT

PAT

TCP UDP

PAT

Internet IP

65 536

PAT
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4
IP IP
Internet |P FIN
FIN FIN TCP
RST
4-13 10.0.0.2
P 192.138.149.1 Internet
207.244.115.178 Web Internet
—L—I92.l38.149.l |
NAT
4-13 PAT IP
Web 80 SYN 1030
FIN
FIN
10.0.0.2 207.244. 192.138. 1030 80 5309 TCP Off OFF 2:00
115.178  149.1
SYN
SYN
207.244.115.178 10.0.0.2 80 1030 SYN
207.244.115.178 192.138.149.1 80 5309 SYN
Web
192.138.149.1 207.244.115.178 5309 80 SYN-ACK

SYN-ACK
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IP
10.0.0.2 207.244.115.178 1030 80 SYN-ACK
. FIN
. RST
FIN RST UDP
UDP
4.3.12 PAT
PAT PAT NAT
PAT
NAT IP FTP
P Internet
FTP FTP PORT
FTP 1P
NAT PORT
4-9 FTP HTTP
FIN
FIN
10.0.0.2  207.244. 192.138. 1042 21 6123 TCP Off Off 2:00
115.178  149.1
FTP PORT PORT 10 O O
2 4 19 4 19 1043
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6177 PORT
24x 256+33=6177

PORT

PORT 192 138 149 1 24 33 PORT

FIN
FIN
10.0.0.2  207.244. 192.138. 1042 21 6123 TCP Off Off 2:00
115178  149.1
10.0.02  207.244. 192.138. 1043 20 6177 TCP Off Off 2:00
115.178  149.1
PAT FTP
TCP
NAT
FTP 20
PAT
Internet
DNS DNS UDP
53
Internet DNS
53
apple.com intel.com
DNS DNS
53 DNS
ISP DNS
4.3.13
Cisco NAT PAT
ICS |P Masquerade PAT 10S
PAT
PAT NAT
NAT
1. Windows NT 2000
ICS PAT IP

192.168.0
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4-14

Services FTP

FTP FTP
NAT
Shared Access Application
4-14 1CS
beta

FTP Microsoft
ICS DHCP

Cable DSL LAN Microsoft

Microsoft Proxy Server(MSP)( )
1000
0 1000 ! ”
NT NAT Sygate
300
2. Linux IP Masguerade
P IP Masquerade PAT

NAT PAT
/sbin/ipchains -A forward -s 192.168.0.2/32 -] MASQ
/sbin/ipchains -A forward -s 192.168.0.0/24 -] MASQ

IP Masquerade
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IP Masquerade
I[P Chains ipchains
IP Masquerade Linux 2.2.x IP chains
IP chains

IP Masquerade
FTP FTP
modprobe modprobe -I

/lib/modules/2.2.5-15/ipv4/ip_masq_vdolive.o
/lib/modules/2.2.5-15/ipv4/ip_masq_user.o
/lib/modules/2.2.5-15/ipv4/ip_masq_raudio.o
/lib/modules/2.2.5-15/ipv4/ip_masq_quake.o
/lib/modules/2.2.5-15/ipv4/ip_masq_portfw.o
/lib/modules/2.2.5-15/ipv4/ip_masq_mfw.o
/lib/modules/2.2.5-15/ipv4/ip_masq_irc.o
/lib/modules/2.2.5-15/ipv4/ip_masq_ftp.o
/lib/modules/2.2.5-15/ipv4/ip_masqg_cuseeme.o
/lib/modules/2.2.5-15/ipv4/ip_masq_autofw.o

FTP IP Masquerade
NAT
FTP Real Audio Quake IRC( DDC ) CUSeeMe VDOLive
IP Masquerade
4.9 “
3. Cisco 10S
Cisco PAT- “ "
IP

NAT (config)#ip nat inside source list 1 interface fastethernet 0/1 overload
NAT (config)#access-list 1 permit 192.168.0.0 0.0.0.255

1 192.168.0
o/1 P

!
version 12.0

service timestamps debug uptime
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service timestamps log uptime
service password-encryption

!

hostname NAT

!

enable secret 5 XXXXXXXXXXXX
enable password 7 XXXXXXXXXXXX
]

ip subnet-aero

|

!

interface FastEthernet0/0

ip adderss 192.168.0.1 255.255.255.0
no ip directed-broadcast

ip nat inside

!

interface Serial 0/0

no ip address

no ip directed-broadcast

|

interface FastEthernet0/1

ip address 130.214.99.254 255.255.255.0

no ip directed-broadcast

ip nat outside
!

ip nat inside source list 1 interface fastethernet 0/1 overload

ip classless
ip route 0.0.0.0 0.0.0.0 130.214.99.1

no ip http server
!

access-list 1 permit 192.168.0.0 0.0.0.255
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4
lineconO
transport input none
line aux O
linevty 04
password 7 XXXXXXXXXXXX
login
!
no scheduler allocate
end
1P
ISP
1P
Cisco 10S
10S NAT
NAT#sho ip nat trans
Pro Inside global Inside local Outside local Outside global

Tcp 130.214.99.250:1055

Cisco

FIN

192.168.0.2

130.214.99.250

NAT

Pro Inside global

udp 130.214.99.200:1063
udp 130.214.99.200:1068
udp 130.214.99.200:1066
udp 130.214.99.200:1067
udp 130.214.99.200:1064
udp 130.214.99.200:1065

130.214.99.200

192.168.0.2:1055

10S

Inside local

192.168.0.2:1063
192.168.0.2:1068
192.168.0.2:1066
192.168.0.2:1067
192.168.0.2:1064
192.168.0.2:1065

telnet(

130.214.250.9:23

23) IP
TCP

Outside local
130.214.250.43:53
130.214.250.9:23
130.214.250.9:23
130.214.250.43:53
130.214.250.9:23
130.214.250.43:53

130.214.250.9:23
NAT

130.214.250.9

Outside global
130.214.250.43:53
130.214.250.9:23
130.214.250.9:23
130.214.250.43:53
130.214.250.9:23
130.214.250.43:53
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4.4

Telnet

Pro Inside global

icmp 130.214.99.254:256
130.214.99.254:1069
130.214.99.254:1070

udp
tep

PAT

NAT#sho ip nat trans
Pro Inside global

tcp 130.214.99.254:1080
tcp 130.214.99.254:1081
NAT#sho ip nat trans
Pro Inside global

tcp 130.214.99.254:1082
tcp 130.214.99.254:1080

FTP
21

NAT # clear ip nat trans
NAT # ohow ip nat drans
IETF WORK

NAT

Inside local
192.168.0.2:256

192.168.0.2:1069
192.168.0.2:1070
TCP UDP

ICMP
NAT
256

Inside local
192.168.0.2:1080
192.168.0.2:1081

Inside local
192.168.0.2:1082
192.168.0.2:1080

Is
20

IP

IP

Internet

DNS

UDP
IP

Outside local

130.214.250.9:256
130.214.250.43:53

130.214.250.9:23

ICMP

ICMP

Ping

FTP

Outside local
192.138.151.73:21
192.138.151.73:20

Outside local

192.138.151.73:20

192.138.151.73:21

Is

NAT

Internet

Outside global
130.214.250.9:255
130.214.250.43:53
130.214.250.9:23

Outside global
192.138.151.73:21
192.138.151.73:20

Outside global

192.138.151.73:20
192.138.151.73:21

ISDN
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4
DSL Cable
IP
NAT IP
1P PAT Internet
IP ISDN
Web DNS
IP
PAT P Internet
NAT
NAT IP
NAT NAT
PAT PAT IP 1 Internet
NAT
4.5
NAT NT ICS
ICS
IP Masquerade
Linux ! §
Linux IP Masquerade
Cisco
http://www.cisco.com/warp/public/458/41.htmo#Q6
4500 4700 4500 4500
10Mb 7.5-8.0Mbps 4700 10Mbps
64 24Mbps 1500 96Mbps
NAT NT ICS
CPU Cisco

NAT
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1)
2)
3)
4 TTL
5)
6)
NAT
1)
2)
3)
4)
5) NAT
6)
7)
8) PORT

9 FIN
10)
11)
12)
CPU

NAT

UNIX IP Masquerade NT
NT ICS
Cable
ICS
Cisco NAT Cisco
NAT NAT
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Internet

4.6

NAT
NAT
NAT

mail

4.6.1

Internet

Windows NT Linux P

P TCP
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PF
PF
PF
PE “ ” TCP ACK
PF FTP
FTP
IP IP 21
IP P
ACK
P 1023
PE IP TCP 20
TCP 1023 IP
1023 20
FTP IP Masquerade
>1024
PF
4.6.2
PF Internet
Internet 1023

PF

4-15

4-15
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PF

4-15
PF
DMZ
Demilitariaed Zone DMZ
DMZ PF

" “ " Internet

DMZ

Internet

IP IP

NAT

NAT Internet
P P Internet

Telnet
NAT Telnet
Telnet
23
Telnet 2000
TCP IP

23 23
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telnet telnet 2000
telnet
Telnet
FTP FTP
PAT
21 PORT Telnet
PORT PAT
oS
PORT
PORT
FTP
Telnet FTP
FTP
GUI FTP
anonymous@ftp.
example.com anonymous anonymous
FTP ftp.example.com
FTP
Web FTP anonymous
e-mail
Web
URL URL
Web
Internet

Telnet
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4
Telnet
proxy
SOCKS CERN
CERN CERN HTT Web
SOCKS
SOCKS
SOCKS rtelnet rftp “ SOCKS ”
Telnet FTP UNIX UNIX
Windows Socks
SOCKS SOCKS “
SOCKS
Telnet
“ ” Gauntlnt play-
gw SOCKS
P
“ " Microsoft Microsoft Windows
Windows MSP SOCKS
MSP Windows
PAT
PAT
“ NAT ~
4.6.3
PFs PFs
SPF SPF PORT

1023 ACK
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TCP
SPFS SPF
Cisco SPF
46.4
SPF SPF SPF
SPF
NAT SPF NAT
PAT SPF
SPF PAT
SPF
CheckPoint Firewall-1 SPF
SMLZ Cisco PIX
SPF - PAT
SPF SPF PAT
SPF PAT
4.6.5 NAT
NAT NAT DF
SPF
NAT IP
NAT NAT
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TCP/IP
1P
MTU 1500 2000
1P
“  Hello World”
“ Hello” “ World”
FTP PORT
NAT NAT P
NAT
NAT
PORT NAT
NAT
NAT

Denial of Service:DOS

NAT
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NAT
NAT
NAT
FTP NAT
5
SPF
Firewall-1 NAT
UKL
SPF
4.6.6 SPF
SPF
Telnet
HTTP

Cbim-m%

NAT
NAT/SPF

SPF

@ ”

Java Active X

SPF

NAT
TIP

HTTP
URL
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http://www.example.com

http://www.example.com:8080

8080 Web

HTTP 80

HTTP 8080

80
- HTTP 8080
8080 HTTP
HTTP
http://www.example.com:21
Internet Web 21
- FTP
SPF
SPF SPF
GUI
4.7
NAT NAT
IPX NAT IP
NAT
NAT
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Internet

P
1P RFC1918
NAT
NAT NAT 1P
NAT
" ” 13 ” NAT
NAT NAT
NAT
FTP 1P

FTP NAT FTP PORT PORT

NAT NAT NAT NAT NAT

NAT
NAT 1P FIN
NAT
PAT NAT 1P
P
NAT
PAT
PAT NAT PAT
FTP NAT PAT
NAT

NAT
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NAT NAT
PF DPF
NAT
PF
FTP NAT PF
SPF PF SPF SPF
NAT PAT
SPF
NAT SPF NAT
NAT
SPF
4.8
NAT
“ beta “ Foo”
. Web FAQ

Web
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NAT /
NAT
LOG
. ARP IP ARP
ARP
P NAT
Cisco “ show users”
DNS IP
Internet UNIX
Web IP
http://www.anonymizer/3.0/snoop.cgi
Internet
Web E-Mail
Internet Web E-Mail -
Internet
DMZ 3 3
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4-16 DMz
SPF
Internet
PAT
DMz
4.9
NAT
RFC

NAT Web

1. RFC

RFC1918
http://www.cis.ohio-state.edu/htbin/rfc/rfc1918.html
RFC1918 NAT
16.xx-172.31.x.x,192.168.x.X RFC
RFC
RFC RFC1918

http://www.cis.ohio-state.edu/htbin/rfc/rfc1631.html

RFC1918

DMZ
DMZ

Cisco

10.x.x.xX,176.



. China=pupicom

2. IP Masquerade/L inux
http://ipmasqg.cjb.net/
IP Masquerade
HOWTO
http://member.home.net/ipmasg/ipmasg-HOWTO.htmi

IP Masquerade IP Masquerade

http://www.tsmservices.com/masq/
http://www.rustcorp.com/linux/ipchains/

IPChains IP Masquerade
3. Cisco

Cisco NAT

http://www.cisco.com/warp/public/458/41.htmp

Cisco NAT
http://www.cisco.com/warp/public/701/60.html

Cisco NAT Cisco

http://www.cisco.com/warp/public/cc/sol/mkt/ent/ndsgn/natl-wp.htm
Cisco NAT

TCP
4. Windows

http://www.ug.net.au/~zzdmacka/the-nat-page/nat-windows.html

Windows NAT

Windows NAT Syberge Networks

http://www.sygate.com/
Microsoft
http://www.microsoft.com/proxy/default.asp
MSProxy FAQ:
http://proxyfag.networkgotls.com/

NAT

Cisco

NAT

SyGate
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4
5.NAT
NAT /
http://www.al umni.caltech.edu/~dank/peer-nat.html
NAT
http://www.kfu.com/~dwh/nat-wp.html
RFC1918 @work NAT FAQ

http://work.home.net/whitepapers/natfag.html
6.

FAQ
http://www.clark.net/pub/mjr/pubs/fwfag/

http://lwww.waterw.com/~manowar/vendor.html

fpt://ftp.gratcirde.com/pub/firewalls/welcome.html

http://www.nfr.net/firewall-wizards/
Firewall-1 FAQ
http://www.phoneboy.com/fwl/
phoneboy FAQ Firewall-1
http://www.dreamwvr.com/bastions/Fwl_faq.html
FW-1 FAQ

http://www?2.checkpoint.com/-joe
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